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DETAILED ACTION 



1. This action is responsive to the amendment of the application (Paper No. 5) filed on 
12/15/03. Claims 1-26 are presented for further examination. 



2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 1, 2, 5 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Chung et al. (U.S. 6,470,389) in view of Khuc (U.S. 6,470,008) and Johnson et al. (U.S. 
6,591,250). 

Regarding claim 1, Chung teaches the invention substantially as claimed, a method in a 
data processing system for managing a request including a session identification, comprising: 

calculating a first value based on the session identification [Chung — Col. 4 lines 37-39 - 
The client IP address which acts as the session identifier has a first value calculated from it 
by performing a hash function on the session identifier]; 

routing the request to a first server based on the first value [Chung — Col. 4 lines 59-63 - 
The computed hash value from the session identifier is compared to a list of servers to 
determine which server should handle the request]; 



Claim Rejections - 35 USC § 103 
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Chung fails to teach determining whether the first server is functional. 

Khuc, however, teaches a routing system which determines whether the first server is functional 
[Khuc — Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to include the teachings of Khuc for determining whether a server is functional or not and 
routing the request based on that information into the invention of Chung et al. in order to 
provide a level of fault-tolerance to prevent the dispatching of a client to a server which is down. 
In addition, Chung teaches calculating a second value in response to the first server being non- 
functional and routing the request to a second server [Chung — Col. 7 lines 9-12 - When a 
server is down, the dispatch will rehash the IP address, i.e. session identifier, and route this 
and all subsequent packets to the newly mapped server to prevent any lost data packets 
caused by the failure]. Chung, however, fails to teach that the second value is calculated based 
on the first value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K s 
M)) [Johnson Col. 13 lines 30-32]. 

Chung discloses that a second value is calculated when a server is non-functional, i.e. an attack 
has caused a server to fail. 

Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
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to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 

Regarding claim 2, Chung-Khuc- Johnson teach the invention substantially as claimed, as 
aforementioned in claim 1 above, wherein the step of calculating a first value comprises 
performing a hash function on the session identification [Chung — Col. 4 lines 37-39 - An 
appropriate hash function is used on the client IP address, also known as, the session 
identifier]. 



Regarding claim 5, Chung-Khuc- Johnson teach the invention substantially as claimed, as 
aforementioned in claim 1 above, wherein the step of routing the request to a server comprises: 

selecting a first server based on the first value [Chung - Col. 4 lines 59-63 - The 
computed hash value (first value) from the session identifier is compared to a list of servers 
to determine which server should handle the request]; 

determining whether the first server is functional [Khuc — Col. 9 lines 36-39 - By 
changing the percent allocation field in the look-up table, this will determine whether the 
server is function, i.e. percent allocation = 0, then non-functional and percent allocation >0, 
functional]; and 

routing the request to the first server [Chung Col. 4 lines 59-63 - The computed hash 
value from the session identifier is compared to a list of servers to determine which server 
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should handle the request] in response to the first server being functional [Khuc — Col. 9 lines 
32-34 - As long as the percent allocation, as described above, is not "0", the routing systems 
will route the request to the primary server because it is functional]. 



Regarding claim 7, Chung-Khuc- Johnson teach the invention substantially as claimed, as 
aforementioned in claim 5 above, including determining whether the first server is functional 
using a look-up table [Khuc Figure 5 & Col. 9 lines 37-39 - By comparing the percent 
allocation field in the look-up table, this will determine whether the server is function, i.e. 
percent allocation = 0, then non-functional and percent allocation >0, functional]. 



4. Claims 3 and 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chung et 
al. (U.S. 6,470,389), Khuc (U.S. 6,470,008) and Johnson et al. (U.S. 6,591,250), as applied to 
claims 2 and 3 above, respectively, in view of Muller et al. (U.S. 6,606,301). 

Regarding claim 3, Chung-Khuc- Johnson teaches the invention substantially as claimed, 
as aforementioned in claim 2 above, but fail to teach performing a modulus function to form an 
integer and selecting a server based on the integer. 

Muller teaches performing a modulus function on the first value to form a first integer [Muller -- 
Col. 49 lines 52-53 - After hashing, a modulus function is performed. This, by the 
function's nature, produces an integer value]. 



<• 
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Chung performs a hash function on a session identifier, i.e. IP address, in order to obtain greater 
speed and efficiency to route requests to a plurality of servers and to prevent traffic and 
bottlenecks. 

Muller, after hashing a value, further performs a modulus function to further provide more speed 
and efficiency in distributing the processing requests and to prevent "bottlenecks" [Muller 
Col. 49 lines 52-54]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to incorporate performing a modulus function on a hash value, as taught by Muller into the 
routing system of Chung-Khuc- Johnson, in order to further provide increased speed and 
efficiency in routing requests and to prevent bottlenecks from occurring. 
In addition, Chung fails to teach selecting a server based upon the integer. 
Khuc teaches a look-up table which uses integers as the index into the table to determine which 
server to route requests to [Khuc Figure 5 & Col. 9 line 10 - The first (indexing) column 
comprised of integer values in the look-up table is used to select the IP address of a 
particular server that should service the request]. 

Both Chung and Khuc are both interested in quickly and efficiently routing requests to servers. 
Khuc uses a look-up table to further speed up the routing process. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to incorporate the routing of request using integers in a look-up table, as 
taught by Khuc into the invention of Chung-Khuc- Johnson-Muller in order to further provide a 
fast and efficient method for quickly finding and routing requests to the correct server. 
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Regarding claim 4, Chung-Khuc-Johnson-Muller teach the invention substantially as 
claimed, as aforementioned in claim 3 above, wherein the step of selecting a server comprises 
looking up the server in a look-up table using the first integer [Khuc — Figure 5 & Col. 9 line 
10 - The first (indexing) column comprised of integer values in the look-up table is used to 
select the IP address of a particular server that should service the request]. 



5. Claims 8-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chung et al. 
(U.S. 6,470,389) in view of Khuc (U.S. 6,470,008), Johnson et al. (U.S. 6,591,250) and Muller et 
al. (U.S. 6,606,301). 

Regarding claim 8, Chung teaches the invention substantially as claimed, a method in a 
data processing system for routing a request to one of a number of servers, comprising: 

receiving a request including a session identification [Chung — Col. 7 lines 64-66 - The 
request packet contains the client IP address (session identification]; 

performing a hash function on the session identification to form a first hash value 
[Chung -- Col. 4 lines 37-39 and Col. 7 lines 64-66 - An appropriate hash function is used 
on the client IP address, also known as, the session identifier]. 

Chung fails to teach performing a modulus function on a first and second hash value to form a 
first and second integer. 

Muller teaches performing a modulus function on the first or second value to form a first/second 
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integer [Muller — Col. 49 lines 52-53 - After hashing, a modulus function is performed. 
This, by the function's nature, produces an integer value]. 

Chung performs a hash function on a session identifier, i.e. IP address, in order to obtain greater 
speed and efficiency to route requests to a plurality of servers and to prevent traffic and 
bottlenecks. 

Muller, after hashing a value, further performs a modulus function to further provide more speed 
and efficiency in distributing the processing requests and to prevent "bottlenecks" [Muller — 
Col. 49 lines 52-54]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to incorporate performing a modulus function on a hash value, as taught by Muller into the 
routing system of Chung, in order to further provide increased speed and efficiency in routing 
requests and to prevent bottlenecks from occurring. 

In addition, Chung fails to teach routing the request to a first/second server using the first/second 
integer in response to the first server being functional. 

Khuc teaches a look-up table which uses integers as the index into the table to determine which 
server to route requests to [Khuc -- Figure 5 & Col. 9 line 10 - The first (indexing) column 
comprised of integer values in the look-up table is used to select the IP address of a 
particular server that should service the request], in response to a first server being functional 
[Khuc - Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 
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Both Chung and Khuc are both interested in quickly and efficiently routing requests to servers. 
Khuc uses a look-up table to further speed up the routing process. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to incorporate the routing of request using integers in a look-up table after 
determining if the server is functional, as taught by Khuc into the invention of Chung in order to 
further provide a fast and efficient method for quickly finding and routing requests to the correct 
server and to provide a level of fault-tolerance to prevent the dispatching of a client to a server 
which is down. 

Furthermore, Chung fails to teach performing a hash function on the first hash value to form a 
second hash value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K, 
M)) [Johnson Col. 13 lines 30-32]. 

Chung discloses that a second value is calculated when a server is non-functional, i.e. an attack 
has caused a server to fail. 

Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 
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Regarding claim 9, Chung-Khuc-Johnson-Muller teach the invention substantially as 
claimed, as aforementioned in claim 8 above, wherein the integer is between zero and the 
number of servers minus one [Muller Col. 49 lines 52-54 and lines 63-66 - By performing 
the modulus function over the hash function result using the number of available 
components, i.e. servers, the resulting integer must be between 0 and N-l components, i.e. 
servers]. 

Regarding claim 10, Chung-Khuc-Johnson-Muller teach the invention substantially as 
claimed, as aforementioned in claim 8 above, wherein the step of routing the request comprises 
looking up the server in a look-up table using the integer [Khuc — Figure 5 & Col. 9 line 10 - 
The first (indexing) column comprised of integer values in the look-up table is used to select 
the IP address of a particular server that the client should be routed to in order to service 
the request]. 

6. Claims 11, 12, 15 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Chung et al. (U.S. 6,470,389) in view of Khuc (U.S. 6,470,008) and Johnson et al. (U.S. 
6,591,250). 

Regarding claim 1 1 , Chung teaches the invention substantially as claimed, an apparatus 
in a data processing system for managing a request including a session identification, 
comprising: 
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calculating a first value based on the session identification [Chung — Col. 4 lines 37-39 - 
The client IP address which acts as the session identifier has a first value calculated from it 
by performing a hash function on the session identifier]; 

routing the request to a first server based on the first value [Chung -- Col. 4 lines 59-63 - 
The computed hash value from the session identifier is compared to a list of servers to 
determine which server should handle the request]; 
Chung fails to teach determining whether the first server is functional. 

Khuc, however, teaches a routing system which determines whether the first server is functional 
[Khuc - Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to include the teachings of Khuc for determining whether a server is functional or not and 
routing the request based on that information into the invention of Chung et al. in order to 
provide a level of fault-tolerance to prevent the dispatching of a client to a server which is down. 
In addition, Chung teaches calculating a second value in response to the first server being non- 
functional and routing the request to a second server [Chung -- Col. 7 lines 9-12 - When a 
server is down, the dispatch will rehash the IP address, i.e. session identifier, and route this 
and all subsequent packets to the newly mapped server to prevent any lost data packets 
caused by the failure]. Chung, however, fails to teach that the second value is calculated based 
on the first value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
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performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K, 
M)) [Johnson » Col. 13 lines 30-32]. 

Chung discloses that a second value is calculated when a server is non-functional, i.e. an attack 
has caused a server to fail. 

Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 

Regarding claims 12 and 15, these are apparatus claims corresponding to the methods 
claimed in claims 2 and 5. They have similar limitations; therefore, claims 12 and 15 are 
rejected under the same rationale. 

Regarding claim 17, this is an apparatus claims corresponding to the method claimed in 
claim 7. It has similar limitations; therefore, claim 17 is rejected under the same rationale. 

7. Claims 13 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chung 
et al. (U.S. 6,470,389), Khuc (U.S. 6,470,008) and Johnson et al. (U.S. 6,591,250), as applied to 
claims 12 and 13 above, respectively, in view of Muller et al. (U.S. 6,606,301). 
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Regarding claim 13, Chung-Khuc- Johnson teaches the invention substantially as claimed, 
as aforementioned in claim 12 above, but fail to teach performing a modulus function to form an 
integer and selecting a server based on the integer. 

Muller teaches performing a modulus function on the first value to form a first integer [Muller 
Col. 49 lines 52-53 - After hashing, a modulus function is performed. This, by the 
function's nature, produces an integer value]. 

Chung performs a hash function on a session identifier, i.e. IP address, in order to obtain greater 
speed and efficiency to route requests to a plurality of servers and to prevent traffic and 
bottlenecks. 

Muller, after hashing a value, further performs a modulus function to further provide more speed 
and efficiency in distributing the processing requests and to prevent "bottlenecks" [Muller 
Col. 49 lines 52-54]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to incorporate performing a modulus function on a hash value, as taught by Muller into the 
routing system of Chung-Khuc-Johnson, in order to further provide increased speed and 
efficiency in routing requests and to prevent bottlenecks from occurring. 
In addition, Chung fails to teach selecting a server based upon the integer. 
Khuc teaches a look-up table which uses integers as the index into the table to determine which 
server to route requests to [Khuc -- Figure 5 & Col. 9 line 10 - The first (indexing) column 
comprised of integer values in the look-up table is used to select the IP address of a 
particular server that should service the request!. 
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Both Chung and Khuc are both interested in quickly and efficiently routing requests to servers. 
Khuc uses a look-up table to further speed up the routing process. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to incorporate the routing of request using integers in a look-up table, as 
taught by Khuc into the invention of Chung-Khuc Johnson-Mullerin order to further provide a 
fast and efficient method for quickly finding and routing requests to the correct server. 

Regarding claim 14, this is an apparatus claims corresponding to the method claimed in 
claim 4. It has similar limitations; therefore, claim 14 is rejected under the same rationale. 

8. Claims 18-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chung et al. 
(U.S. 6,470,389) in view of Khuc (U.S. 6,470,008), Johnson et al. (U.S. 6,591,250) and Muller et 
al. (U.S. 6,606,301). 

Regarding claim 18, Chung teaches the invention substantially as claimed, an apparatus 
in a data processing system for routing a request to one of a number of servers, comprising: 
a processor; and 

a memory electrically connected to the processor, the memory having stored therein a 
program to be executed on the processor [Chung Col. 7 lines 45-47 - By having an 
operating system (OS), it is inherent that in order for the OS to process tasks and store/run 
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not only itself but also the routing algorithm correctly, a processor and memory must be 
contained within the dispatcher]; 

receiving a request including a session identification [Chung Col. 7 lines 64-66 - The 
request packet contains the client IP address (session identification]; 

performing a hash function on the session identification to form a first hash value 
[Chung -- Col. 4 lines 37-39 and Col. 7 lines 64-66 - An appropriate hash function is used 
on the client IP address, also known as, the session identifier]. 

Chung fails to teach performing a modulus function on a first and second hash value to form a 
first and second integer. 

Muller teaches performing a modulus function on the first or second value to form a first/second 
integer [Muller -- Col. 49 lines 52-53 - After hashing, a modulus function is performed. 
This, by the function's nature, produces an integer value]. 

Chung performs a hash function on a session identifier, i.e. IP address, in order to obtain greater 
speed and efficiency to route requests to a plurality of servers and to prevent traffic and 
bottlenecks. 

Muller, after hashing a value, further performs a modulus function to further provide more speed 
and efficiency in distributing the processing requests and to prevent "bottlenecks" [Muller -- 
Col. 49 lines 52-54]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to incorporate performing a modulus function on a hash value, as taught by Muller into the 
routing system of Chung, in order to further provide increased speed and efficiency in routing 
requests and to prevent bottlenecks from occurring. 
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In addition, Chung fails to teach routing the request to a first/second server using the first/second 
integer in response to the first server being functional. 

Khuc teaches a look-up table which uses integers as the index into the table to determine which 
server to route requests to [Khuc — Figure 5 & Col. 9 line 10 - The first (indexing) column 
comprised of integer values in the look-up table is used to select the IP address of a 
particular server that should service the request], in response to a first server being functional 
[Khuc - Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 

Both Chung and Khuc are both interested in quickly and efficiently routing requests to servers. 
Khuc uses a look-up table to further speed up the routing process. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to incorporate the routing of request using integers in a look-up table after 
determining if the server is functional, as taught by Khuc into the invention of Chung in order to 
further provide a fast and efficient method for quickly finding and routing requests to the correct 
server and to provide a level of fault-tolerance to prevent the dispatching of a client to a server 
which is down. 

Furthermore, Chung fails to teach performing a hash function on the first hash value to form a 
second hash value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K, 
M)) [Johnson -- Col. 13 lines 30-32]. 
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Chung discloses that a second value is calculated when a server is non- functional, i.e. an attack 
has caused a server to fail. 

Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 

Regarding claims 19 and 20, these are apparatus claims corresponding to the methods 
claimed in claims 9 and 10. They have similar limitations; therefore, claims 19 and 20 are 
rejected under the same rationale. 



9, Claim 25 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chung et al. 
(U.S. 6,470,389) in view of Khuc (U.S. 6,470,008) and Johnson et al. (U.S. 6,591,250). 

Regarding claim 25, Chung teaches the invention substantially as claimed, a computer 
program product, in a computer readable medium, for managing a request including a session 
identification [Chung — Col. 7 lines 45-47 - A dispatcher which includes an operating 
system, i.e. server which inherently contains instructions for carrying out the dispatching 
tasks], comprising: 
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calculating a first value based on the session identification [Chung - Col. 4 lines 37-39 - 
The client IP address which acts as the session identifier has a first value calculated from it 
by performing a hash function on the session identifier]; 

routing the request to a first server based on the first value [Chung Col. 4 lines 59-63 - 
The computed hash value from the session identifier is compared to a list of servers to 
determine which server should handle the request]; 
Chung fails to teach determining whether the first server is functional. 

Khuc, however, teaches a routing system which determines whether the first server is functional 
[Khuc — Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to include the teachings of Khuc for determining whether a server is functional or not and 
routing the request based on that information into the invention of Chung et al. in order to 
provide a level of fault-tolerance to prevent the dispatching of a client to a server which is down. 
In addition, Chung teaches calculating a second value in response to the first server being non- 
functional and routing the request to a second server [Chung -- Col. 7 lines 9-12 - When a 
server is down, the dispatch will rehash the IP address, i.e. session identifier, and route this 
and all subsequent packets to the newly mapped server to prevent any lost data packets 
caused by the failure]. Chung, however, fails to teach that the second value is calculated based 
on the first value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
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performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K, 
M)) [Johnson -- Col. 13 lines 30-32]. 

Chung discloses that a second value is calculated when a server is non- functional, i.e. an attack 
has caused a server to fail. 

Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 

10. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chung et al. 
(U.S. 6,470,389) in view of Khuc (U.S. 6,470,008), Johnson et al. (U.S. 6,591,250) and Muller et 
al. (U.S. 6,606,301). 

Regarding claim 26, Chung teaches the invention substantially as claimed, a computer 
program product, in a computer readable medium, for managing a request including a session 
identification [Chung -- Col. 7 lines 45-47 - A dispatcher which includes an operating 
system, i.e. server which inherently contains instructions for carrying out the dispatching 
tasks], comprising: 
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receiving a request including a session identification [Chung -- Col. 7 lines 64-66 - The 
request packet contains the client IP address (session identification]; 

performing a hash function on the session identification to form a first hash value 
[Chung — Col. 4 lines 37-39 and Col. 7 lines 64-66 - An appropriate hash function is used 
on the client IP address, also known as, the session identifier]. 

Chung fails to teach performing a modulus function on a first and second hash value to form a 
first and second integer. 

Muller teaches performing a modulus function on the first or second value to form a first/second 
integer [Muller Col. 49 lines 52-53 - After hashing, a modulus function is performed. 
This, by the function's nature, produces an integer value]. 

Chung performs a hash function on a session identifier, i.e. IP address, in order to obtain greater 
speed and efficiency to route requests to a plurality of servers and to prevent traffic and 
bottlenecks. 

Muller, after hashing a value, further performs a modulus function to further provide more speed 
and efficiency in distributing the processing requests and to prevent "bottlenecks" [Muller — 
Col. 49 lines 52-54], 

It would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to incorporate performing a modulus function on a hash value, as taught by Muller into the 
routing system of Chung, in order to further provide increased speed and efficiency in routing 
requests and to prevent bottlenecks from occurring. 

In addition, Chung fails to teach routing the request to a first/second server using the first/second 
integer in response to the first server being functional. 
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Khuc teaches a look-up table which uses integers as the index into the table to determine which 
server to route requests to [Khuc — Figure 5 & Col. 9 line 10 - The first (indexing) column 
comprised of integer values in the look-up table is used to select the IP address of a 
particular server that should service the request], in response to a first server being functional 
[Khuc — Col. 9 lines 36-39 - By changing the percent allocation field in the look-up table, 
this will determine whether the server is function, i.e. percent allocation = 0, then non- 
functional and percent allocation >0, functional]. 

Both Chung and Khuc are both interested in quickly and efficiently routing requests to servers. 
Khuc uses a look-up table to further speed up the routing process. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to incorporate the routing of request using integers in a look-up table after 
determining if the server is functional, as taught by Khuc into the invention of Chung in order to 
further provide a fast and efficient method for quickly finding and routing requests to the correct 
server and to provide a level of fault-tolerance to prevent the dispatching of a client to a server 
which is down. 

Furthermore, Chung fails to teach performing a hash function on the first hash value to form a 
second hash value. 

Johnson, however, teaches calculating a second value based upon a first value which entails 
performing a hash function on a first value already calculated from a first hash, i.e. H (K, H (K, 
M)) [Johnson Col. 13 lines 30-32]. 

Chung discloses that a second value is calculated when a server is non-functional, i.e. an attack 
has caused a server to fail. 
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Johnson performs this second hash to further provide security such that attacks are prevented. 
It would have been obvious to one of ordinary skill in the art at the time the invention was made 
to incorporate the calculating of a second value based upon a first value, i.e. hash functions, as 
taught by Johnson into the system of Chung, in order to achieve greater security in the 
dispatching system which further masks which server requests are being routed through to 
prevent another attack from being staged on one of the remaining functional servers. 

Response to Arguments 

11. Applicant's arguments filed 12/15/2003 have been fully considered but they are not 
persuasive. 

(A) Chung teaches creating a hash value from the IP address of the client in order to route a 
request to a given server. Johnson teaches taking the hashed value and re-hashing the 
value to produce a new hash value. Applicant claims that this combination of Chung and 
Johnson would not be obvious to one skilled in the art. 

In response to argument A, the combination of Chung and Johnson would be obvious to a 
person of ordinary skill in the art at the time the invention was made. Chung, as a whole, 
discloses a method of routing requests through a dispatcher to various servers. Server side 
components in his system include a router, dispatcher, and the various servers comprising a 
server farm [Chung Figure 4]. Chung teaches that in the event that a server is non- functional, 
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i.e. a server has failed, a second hash is calculated in order to route the request to a different 
server [Chung Col. 7 lines 9-12]. As stated in the above rejection, upon which Examiner 
draws the applicant's attention, Johnson teaches the deficiency in the Chung reference that a 
second hash value is calculated from the first hash value [Johnson — Col. 13 lines 30-32]. While 
there can be various reasons why a server has failed, one all too common reason stems from an 
outside attack or virus that has occurred, which has left one or more servers non-functional. 
Therefore, Chung would see the need for added security on the server side components of his 
invention in order to prevent such attacks from occurring. Johnson teaches that a second hash 
value is calculated from the first hash value in order to increase the security with which 
information is transmitted or stored. With this knowledge, Chung would see that by calculating 
a second hash on the already hashed value would provide further security in that the new server 
upon which it was being routed (a functional server) would be further disguised. This would 
provide added protection and prevent any other servers from becoming non-functional in the 
event of another staged attack. Therefore, the Examiner accordingly demurs to this assertion 
because the combination would have been obvious to one of ordinary skill in the art for the 
reasons stated above and in the office action. 

(B) Chung teaches that a second hash value is created using an altered hash function on the IP 
address, whereas claim 1 calls for calculating a second value based on the first value. 
Applicant argues that Chung uses a different hash function whereas applicant uses the 
"same hash function." 
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In response to argument B, while applicant argues that "the same hash function" is used 
to calculate the second value, nowhere does this statement appear in the claims. As is stated in 
claim 1, "a second hash value is calculated from the first value." Therefore, the applicant's 
argument with regards to "the same hash function" does not commensurate with the claim 
language. 

(C) Chung teaches that a hash value is calculated from an IP address which is used to 

dispatch to a given server. Muller teaches that a modulus function is used to route a 
given request to one of a number of processors. Applicant argues that the combination of 
Chung and Muller would not be obvious to one skilled in the art. 

In response to argument C, the combination of Chung and Muller would be obvious to a 
person of ordinary skill in the art at the time the invention was made. Chung, as a whole, 
discloses a method of routing requests through a dispatcher to various servers. In order to route 
the requests to the various servers with speed and efficiency, Chung hashes the IP address of the 
client and uses the hashed value to select a server. By hashing the value, a smaller, whole 
number is obtained which can quickly and efficiently be used to select a server and route a 
request. Thus, Chung wishes to obtain speed and efficiency in routing, which he does obtain by 
using a hash function. Similarly, Muller discloses using a modulus function to after he obtains a 
hash value to further obtain a smaller value with which to route requests to one of a number of 
processors, i.e. servers. Muller uses the modulus function in order to obtain a smaller value 
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which he further discloses provides for increased speed in routing to the various number of 
processors. Therefore, because both Chung and Muller are calculating values to route to 
different processors or servers and because both are doing it to obtain speed and efficiency and to 
prevent "bottleneck" situations from developing, it would have been obvious to combine the two 
references. Chung would want to incorporate the modulus function in order to further gain speed 
and efficiency in addition to doing his hash function. Therefore, the Examiner accordingly 
demurs to this assertion because the combination would have been obvious to one of ordinary 
skill in the art for the reasons stated above and in the office action. 

(D) Chung teaches that a hash value is calculated from an IP address which is used to 

dispatch or route the request to a given server. Khuc teaches the use of a look-up table to 
use in routing requests to various servers. Applicant argues that the combination of 
Chung and Khuc would not be obvious to one skilled in the art. 

In response to argument D, the combination of Chung and Khuc would be obvious to a 
person of ordinary skill in the art at the time the invention was made. Chung, as a whole, 
discloses a method of routing requests through a dispatcher to various servers. In order to route 
the requests to the various servers with speed and efficiency, Chung hashes the IP address of the 
client and uses the hashed value to select a server. By hashing the value, a smaller, whole 
number is obtained which can quickly and efficiently be used to select a server and route a 
request. Thus, Chung wishes to obtain speed and efficiency in routing, which he does obtain by 
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using a hash function. Khuc, as is well known in the art, teaches the use of a look-up table to 
quickly and efficiently route requests. Because this technique of using a routing look-up table 
was well known in the art and Chung wants to gain speed and efficiency for routing, something a 
look-up table provides, it would have been obvious to one of ordinary skill in the art for Chung 
to incorporate the look-up table teachings of Khuc. Therefore, the Examiner accordingly demurs 
to this assertion because the combination would have been obvious to one of ordinary skill in the 
art for the reasons stated above and in the office action. 



Conclusion 

12. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas J. Mauro Jr. whose telephone number is 703-605-1234. 
The examiner can normally be reached on M-F 8:00a.m. - 4:30p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David A. Wiley can be reached on 703-308-5221. The fax phone number for the 
organization where this application or proceeding is assigned is 703-746-7239. 

Any inquiry of a general nature or relating to the.status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 




TJM 

January 20, 2004 
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